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Evolution of the European political agenda 
• 2013: EU Cybersecurity Strategy

• 2014: Digital Single Market / Digitalisation EC communication
• 2016: cPPP on Cybersecurity (This is us!)
• 2017: Joint Communication on EU strategy (establishment of A Network of Competence Centre (calls for

pilot projects ended); EU Cybersecurity Research and Competence Centre) Review and Cybersecurity Act
(“New” EU Cyber Security Agency: ENISA + EU Certification Framework)

• 2018: Transposition of the NIS Directive & application of the GDPR

• 2018: Proposal for a Regulation establishing the European Cybersecurity Industrial, Technology and
Research Competence Centre and the Network of National Coordination Centres
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And beyond

• European Commission proposal for the next MFF (2021 – 2027): May 2018 è expected approval in May 2019
• Digital Europe Programme (capacity building projects from 2021) è approval end 2018 / 2019
• HorizonEurope (R&D from 2021)
• Expected evolution of the cPPP (after 2020) towards a more ambitious governance (EU Competence Centre)

and wider objectives, beyond R&D (including capacity building)
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A EUROPEAN PPP ON CYBER SECURITY
The European Commission has signed on July 2016 a PPP with the private sector for the development of a common approach and

market on cyber security.

AIM
1. Foster cooperation between public and private actors at early stages of the research and innovation process in order to allow

people in Europe to access innovative and trustworthy European solutions (ICT products, services and software). These solutions

take into consideration fundamental rights, such as the right for privacy.

2. Stimulate cyber security industry, by helping align the demand and supply sectors to allow industry to elicit future requirements

from end-users, as well as sectors that are important customers of cyber security solutions (e.g. energy, health, transport, finance).

3. Coordinate digital security industrial resources in Europe.

BUDGET
The EC will invest up to €450 million in this partnership, under its research and innovation programme Horizon 2020 for the 2017-2020

calls (4 years). Cyber security market players are expected to invest three times more (€ 1350 mln: leverage factor = 3) to a total up to

€1800 mln. UPDATE: EC will invest more than €500 mln. Private sector investments for the first year had a leverage factor 5

SUPPORT
European Cyber Security Organisation – ECSO Association has been created to engage with the EC in this PPP.

ECSO is open to any stakeholder (public / private; user / supplier) allowed to participated in H2020 projects.
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About the European Cyber Security PPP

3



PAN EUROPEAN – MULTI-STAKEHOLDER – CROSS SECTORAL PARNTERSHIP FOR CYBERSECURITY

The ECSO approach is going beyond the work of a typical Association supporting a cPPP, as it tackles, on top of Research

& Innovation issues, all those topics that are linked to the market development and the protection of the development

of the Digital Single Market, in the frame of the European Cybersecurity Strategy.

A peculiarity of ECSO is to include among its members (also at Board of Directors level and within the working groups*)
high representatives and experts from national and regional public administrations. This approach is fundamental
• in a sector dealing with “security” as application of cybersecurity is and will remain a sovereign issue

• to increase the quality of the ECSO recommendations to the European and national institutions à allowing a faster
decision making by public bodies and a viable implementation by the private sector of the decisions taken
(regulations, standards etc.)

è ECSO itself is a public – private body, creating a new and dynamic multi-stakeholder dialogue, preparing for the
future evolutions and needs in this sector, as envisaged in the EU cybersecurity strategy
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*ECSO working groups are dealing with the different aspects of what we call “cybersecurity industrial policy”

ECSO: a unique and successful cPPP approach
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ECSO membership overview

• Associations : 22

• Large companies and users: 70

• Public Administrations: 20 (+1)

AT, BE, CY, CZ, DE, EE, ES, FI, FR, IT, SK, FI, NL, NO, PL,
UK, BG, SE, GR (+RO)

observers at NAPAC (DK, HU, IE, LT, LU, LV, PT, SI,
MT, …)

• Regional clusters: 6

• RTO/Universities: 66 (+1)
• SMEs: 50 (+5)

AUSTRIA 7 ITALY 26
BELGIUM 13 LATVIA 1

BE - EU ASSOCIATIONS 9 LITHUANIA 1
BULGARIA 2 LUXEMBOURG 4

CYPRUS 56 NORWAY 4
CZECH REP. 3 POLAND 5
DENMARK 5 PORTUGAL 2
ESTONIA 7 ROMANIA 2
FINLAND 8 SLOVAKIA 2

SLOVENIA 1
FRANCE 26 SPAIN 32

GERMANY 24 SWEDEN 3
GREECE 5 SWITZERLAND 6

HUNGARY 3 THE NETHERLANDS 17
IRELAND 3 TURKEY 4
ISRAEL 2 UNITED KINGDOM 8

132 founding members: now we are 241 organisations from 28 countries and counting
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ECS - cPPP Partnership Board 
(monitoring of the ECS cPPP - R&I priorities)

EUROPEAN 
COMMISSION

ECSO –Board of Directors
(Management of the ECSO Association: policy/market actions)

R&I

ECSO General Assembly

INDUSTRIAL POLICY

Coordination / Strategy Committee

WG 1
Standardisation / 

certification / 
labelling / supply 

chain management

WG 2
Market deployment 

/ investments / 
international 
collaboration

WG 3
Sectoral Demand

(Industry 4.0; Energy; 
Transport; Finance; 
eGov; Health; Smart 

Cities; Telecom/media )

WG 4
Support to SMEs 

and REGIONS 
(in particular 

East EU)

WG 5
Education, 

training, cyber 
ranges, awareness

WG 6
Strategic Research & 
Innovation Agenda
New Technologies, 

Products & Services; 
Cyber Defence

SME solutions / 
services providers; 

local / regional SME 
clusters and 

associations Startups, 
Incubators / 
Accelerators 

Large companies 
Solutions / Services 
Providers; National 

or European 
Organisation / 
Associations 

Regional / Local 
administrations 
(with economic 

interests); Regional 
/ Local Clusters of 
Solution / Services 
providers or users 

Public or 
private users / 

operators: 
large 

companies 
and SMEs

National Public 
Authority 

Representatives 
Committee 
R&I Group / 

Policy Advisory 
Group (GAG)

Others 
(financing 

bodies, 
insurance, 

etc.)

Research Centers 
(large and 

medium / small), 
Academies / 

Universities and 
their Associations 

Governance



2018: Cybersecurity has become a major global issue
• Cybersecurity is a growing issue at political (elections), societal (social media / privacy) and economic (digitalisation

of the industry – Industry 4.0) level

• Cybersecurity is a global issue: cyber threats hit at local / regional / local / international level

• Digitalisation (including the massive introduction of IoT and IIoT, and autonomous decisions) is still a phenomenon
not well understood by the industrial sector (and in particular by SMEs): security of a digitalised society will be a
challenge!

• IT (Information Technology) and OT (Operational Technology) are increasingly closer and interacting (cyber-physical
systems) à higher cyber resilience should be provided: optimisation needed, both to avoid vulnerabilities (lack of
security of data for control of manufacturing operation can have disruptive impacts) and for reducing costs

• Current situation sees the use (when possible) of solutions / patches validated / certified wrt the present
understanding of threats, but threats are continuously evolving à we need flexibility and scalability of systems

• Risk management is still a challenge to be correctly implemented in an industrial cycle, while considering potential
disruptions and impact of cyber attacks

• Awareness is still limited in all kind of stakeholders
• The figure of CISO (Chief Information Security Officers) is increasing in companies, but CISOs still don’t get sufficient

attention from companies’ Management Board and get adequate risk management measures implemented
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ECSO vision for the development of a
European cybersecurity ecosystem 

ECSO definition of EU Cybersecurity
European Cybersecurity is our common science, knowledge, trustworthy processes, products, services and
infrastructures to protect (in a sustainable way) our nations, industries / economies, citizens and institutions
against damaging cyber-attacks while respecting our European Values.

ECSO VISION for EU Cybersecurity in 2027
• Europe as global leader in cybersecurity, having developed a comprehensive EU cybersecurity strategy built

upon a “predict-prevention, protection, detection, respond” approach

• Strong, resilient and competitive European industrial (SMEs and European champions) and academic ecosystem

• Cybersecurity recognized as an industrial sector, sustained by an industrial policy for Europe, supported by
adequate investments for increased EU competitiveness and digital autonomy

• Cybersecurity solutions effectively deployed at national, regional / local (city) level (driven by smart
specialisation)

• Well informed European citizens and decision makers and highly trained cybersecurity professional workforce
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WORKING GROUPS & TASK FORCES

WG 1
Standardisation
Certification / 

Labelling / Supply Chain 
Management

WG 2
Market deployment / 

investments / 
international collaboration

WG 3
Sectoral demand 

(vertical market applications:
Industry 4.0; Energy; 

Transport; Finance; eGov; 
Health; Smart Cities; 

Telecom/media )

WG 4
Support SME, REGIONS and 

coordination with local 
bodies (in particular East EU)

WG 5
Education, training, 

awareness, 
cyber ranges

WG 6
Strategic Research & 

Innovation Agenda (SRIA);
New Technologies, Products & 

Services; Cyber Defence
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Main achievements in the first two years: 
governance & cooperation on policy issues

ü Wide communication and dissemination activities 
• Building a cybersecurity community building across EU from regional to EU level 
• Contribution to more than 150 conferences, about 40 articles 

ü Dialogue / Cooperation with EU Institutions
• Regular dialogue with EU Institutions: EP; Council; EC: VP / Commissioners and Cabinets (Gabriel; Ansip; 

King, Oettinger), CNECT, MOVE, ENER, HOME, JRC, REGIO, GROW; Agencies: ENISA, EUROPOL, EIT, EIB, 
EASA, euLISA, FRONTEX; EDA; EEAS; Programme Committees; International Organisations (ITU, WEF, …) 

o Recommendations to the E.C. on the cybersecurity package, MFF and the Network of Competence 
Centres

o Contribution to the EP on cPPP topics, Cybersecurity Act and Industrial Cybersecurity Policy issues

o Contribution to Council’s Horizontal Working Party for cybersecurity on R&I priorities and 
cybersecurity package

o Close collaboration with past, present and future EU Presidencies
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Main achievements in the first two years: from policy
suggestions to increasingly more concrete deliverables

ü WG1: Input for the EU Certification Framework (Meta-scheme methodology) and the Cybersecurity Act legislation

ü WG2: Cybersecurity Market analysis and work on ECSO Cyber Security Market Radar

ü WG3: Identification of needs for the different vertical sectors

ü WG4: Radar (identification of competences / products); European Cyber Valleys Project (regional aspects)

ü WG5: EHR4CYBER (sharing of best practices for skills development and job creation) and identification of Gaps in 
Education & Professional Training

ü WG6: SRIA (Strategic Research and Innovation Agenda) for H2020 priorities and cybersecurity coordination 
strategy across cPPPs and initiatives

ü cPPP Monitoring: delivering investment in the SRIA perimeter satisfying cPPP committment
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Update on WG objectives and actions

WG1 – Standardisation, Certification, Labelling and Supply Chain Management:
• Meta-scheme update, update of COTI, SOTA and cooperation with JRC / ENISA è Meta-scheme in

practice and identification of priorities of certification schemes
• The ECSO meta-scheme approach can act as a methodological tool (e.g. for ENISA) to structure the landscape

and “glue” existing schemes together and specify additional steps

• MoU with CERT/CENELEC and ETSI è Common definition of priorities for development of EU
standards

WG2 – Market Deployment, Investments and International Collaboration:
• ECSO Cyber Security Market Radar è Better market knowledge to define focusses initiatives and

promote EU solutions
• Private Investments and Innovative Business Model proposal supported by engagement with pure

players and private investors è improved market knowledge to boost EU investment in the
cybersecurity market
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WG2 Objectives 2018: Radar of European solutions 

ECSO to provide visibility to 
European solutions

Support ECSO members to improve their
market knowledge (products, suppliers, but
also cyber security insurance solutions)

Create a community of industries and
develop the incentives to share information
about the market and its consolidation

Consolidation Roadmap : how investors
and vendors could shape the market and
facilitate the development of EU champion



WG3 – Sectoral Demand
• Mapping sectoral and cross sectoral needs continued è Define sector-specific requirements with the other ECSO

WGs for further actions, including impact analysis of the legislation & regulations for different verticals

• Common Application Platform for verticals models è 1) EU harmonised incident reporting for NIS-D; 2) share info /
also link with ISACs; 3) be reactive also with CERTs in case of crisis

• ECSO Users Committee (restricted to users & operators) è Safe harbour to exchange sensitive information and
identify needs; attract more users & operators; effectively drive market development

WG4 – Support to SMEs, coordination with countries (Eastern and Central EU in particular) and regions

• Matchmaking events between VCs / Investors and Start-Ups / SMEs (local events in Paris, Milan, Berlin and Brussels).
Marketplace and tool for community building and tools for funding opportunities and projects;

• SME Hub platform and “European (ECSO) Cyber Quadrants” SME label “made in EU”; Register of EU cybersecurity
SMEs

• Development of Cyber smart specialisation in EU Cyber Valleys and establishment of an inter-regional accelerator
programme (cooperation between specialized regions for concrete activities: e.g. supporting local SMEs and start-ups'
access to market; education / training);

• Development of a regional cyber ecosystem in East / Central Europe and Balkans

Update on WG objectives and actions
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Link VCs & Investors to Start-Ups & SMEs
Tallinn, 2017 - 1st Investing day

with Startup Estonia and 4 European Investors 
1 international deal  

Paris, 2018 - 2nd Investing day
with Systematic Paris and ANC  

25 startups - (15 French/2 Estonian/2 Luxembourg/1 from 
Germany/ Portugal/ Spain/ Portugal) 

& 13 European investors (Seed, series A and Series B)

Milan, 2018 – 3rd Training and Investing day
22 startups - (from 9 European Countries) 
& 16 European integrators and end-users 

SAVE THE DATE │ ECSO & secunet/TeleTrust
IT’S TIME FOR CYBERSECURITY SCALEUPS TO SHINE!

Get recognised by the most influential Investors
27-28 November 2018, Berlin

Registration : wg4_secretariat@ecs-org.eu



WG5 – Education, Training, Awareness, Cyber Ranges
• Cyber range study è inputs for cyber range workshop series (already initiated)

• Mapping ECSO members’ awareness activities, initiatives, platforms,

• ECSO papers on 'Gaps in Education & Professional Training’ and 'Information and Cyber Security Professional
Certification’

• Cooperation with Europol/EC3 (awareness), ENISA (cyber ranges and Cyber Security Month), EDA and ITU (cyber
ranges – common workshop with EDA), DG CNECT (Digital Skills initiative) è Coordinated actions with EU

Institutions to support WG5 strategy

• ECSO’s Women4Cyber è to enhance role and positions of women in cyber security

• EHR4CYBER explore potential use of WG4 regions project on a pilot for the job platform è support job creation

Update on WG objectives and actions
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Lesson learnt

• Coordination with cPPPs (on specific transversal technologies & verticals) is
important to ensure the SRIA presenting coordinated cyber security strategy in EU

• Coordination with the EC Programme Committee and NAPAC R&I Group wrt
internal deadlines is key to guarantee high quality delivered when expected

• Development of innovative cybersecurity technologies and validation of the
solutions in key infrastructures and applications

SRIA to identify the research priorities for 2018-
2020
A strategic vision is needed to demonstrate how industrial 
priorities contribute to the implementation of the strategy

Analysis of the Work Programme 2018-2020 and continuous advocacy of 
priorities è good match and public & private priorities well aligned

EU Cybersecurity 

R&I Strategy to 

build a 

trustworthy 

ecosystem

1 European Ecosystem for the Cybersecurity
2 Demonstrations for the society, economy, industry and vital

services

3 Collaborative intelligence to manage cyber threats and risks

4 Remove trust barriers for data-driven applications and services

5 Maintain a secure and trusted infrastructure in the long-term

6 Intelligent approaches to eliminate security vulnerabilities in

systems, services and applications

7 From security components to security services

Continuous support 

cPPP implementation 

and H2020 

cybersecurity projects

Update of 2020 

priorities

ECSO SRIA: Where we started

157 members with 400 experts
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Coordination of R&I cybersecurity activities in Europe

...
EURobotics: 
cybersecurity 
for 
Digitisation of 
the Industry 
(e.g., eHealth)

5G IA:
Common 
interest to 
work on 
cybersecurity 
aspects for 5G

EFFRA:
Analysis of 
requirements 
and cyber 
security 
challenges for 
digitisation of 
industry 

BDVA: 
updated list 
of shared 
topics and 
areas of 
collaboration 
on AI

Federating discussions on cybersecurity 
challenges with other PPPs under ECSO

Other external collaborations
– EDA: Understand EDA research priorities. EDA has join the ECSO Strategic Technical Committee
– ENISA: Contribute to the research priorities identified (crystal ball). Continuous interaction
– JRC: Work on the cybersecurity taxonomy
– DG-ENER and ENTSOE: Contribute with specific cybersecurity challenges and priorities for the energy sector (with WG3)
– IoTForum and AIOTI: Focus on cybersecurity for IoT technology to update the research priorities and impact for vertical sectors

Continuous monitor of the European cybersecure ecosystem, including technology and needs evolution to build, 
maintain, and provide innovative trustworthy solutions to protect European citizens and industry 18



Some of the 2018 objectives

Identification of R&I needs on specific verticals to address new disruptive technologies – Working papers on new technology
drivers Artificial Intelligence, Internet of Things and Blockchain (impact on the different WG aspects and verticals to sustain the
industrial policy)

Identification of global trends, and key implications on strategy through 2027 (SRIA 2.0)

Initial priorities and challenges for HorizonEurope (2021)

• Society and Citizens (Social Good) è Bring trust into the technology and in the Machine Economy

• Data and Economy è Data as main ICT value and/or target and main driver for decision making

• Disruptive Technologies (e.g. Artificial Intelligence, Blockchain, Quantum-resistant crypto) è Ensure a
sustainable and trustworthy ecosystem, including integrating M2M and M2H interaction and autonomous
systems as technical, ethical, safety issues

• Digital Transformation in Verticals è Continuous evolving systems and integration of legacy systems with new
technology, threat intelligence and information sharing, and ICT infrastructure protection

Ø Define Strategic Research and Innovation Agenda (v2.0)

Link with relevant cPPPs to coordinate strategy for future EU cybersecurity R&I

ECSO SRIA: Where we are heading
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European Cyber Security Organisation 10, Rue 
Montoyer
1000 – Brussels – BELGIUM

www.ecs-org.eu

E-mail: 
Dr. Roberto G. Cascella
Senior Policy Manager
roberto.cascella@ecs-org.eu

Follow us  
Twitter: @ecso_eu

Phone:
+32 (0) 27770252

BECOME MEMBER! 
CONTACT US


